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Checking Government’s Deed Against Its Word  
Through a Web of Secrecy Laws 

 

Introduction 

In the early hours of the morning of 3 December 2013 I was asleep in my hotel having just 
arrived at The Hague. One of our team banged on the door, and said that ASIO officers had 
just spent most of the day in my Chambers searching through files, folders, drawers, 
bookcases, cupboards and a security safe. The identities of those involved were not disclosed. 
They had taken the mobile phone of the sole staff member present and refused to give her a 
copy of the Search Warrant. Before entering they asked if any weapons were present in the 
house. Fifteen or more unidentified officers had come and gone all day “with big black 
boxes”.  Other officers had brought ladders in to climb through ceiling manholes retrieving 
items in the ceiling. Others were seen kneeling on the kitchen floor with an electronic device, 
most probably a spectrum analyser looking for the source of the signal coming, as they no 
doubt found, from a water pump. 
 
My immediate impression was that my office and home had had clandestine listening and/or 
viewing devices installed at some earlier stage. On whose warrant with whose affidavit is yet 
to be determined. Nevertheless, I shall never lie in bed again and look with equanimity at an 
air-conditioning vent. 

Why was my office raided?  I had committed no crime.  The reason why ASIS raided my office 
is because of my representation of a person who dared to speak up about Australia’s 
clandestine bugging of East Timorese officials.  Let us call him Witness K. 
 
As you may be aware from media coverage, Witness K is a former ASIS officer who performed 
covert and overt overseas operations for our country.  Witness K claimed that Australia 
unlawfully spied on East Timorese negotiators during oil and gas treaty talks in 2004.  He was 
set to give evidence at the Hague in respect of the unlawful bugging of the East Timor team 
when the raids took place. 
 
Witness K spoke up because he did not agree that ASIS’s services should be deployed to spy 
on cabinet ministers from an impoverished nation.  Witness K did not believe that bugging the 
cabinet ministers served Australia’s national interests. 
 
In response, the Attorney General stated that national security was at risk and authorised 
ASIO raid on Witness K’s home.  Witness K was subjected to surveillance and had his 
passport removed, preventing him giving evidence at the Hague.  It didn’t stop there.  The 
legislature then introduced new counter-terrorism laws which impose 10 year gaol sentences 
for journalists who expose security agency bungles. 
 
Unfortunately, what happened to Witness K and myself is an example of a broader problem 
of increasing reprisals against people who speak truth to power. 

Tonight’s topic – when national security interests cross the line into civil liberties 

I am honoured to address such a distinguished audience this evening on a topic that is close 
to my heart; that is, when national security interests cross the line into civil liberties. 
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It is beyond question that liberal democratic government is responsible for protecting the 
citizenry from physical harm. However, the duty to protect is but one of several interrelated 
and indivisible obligations of government. These include, most importantly, the fundamental 
obligation to respect human rights. 

This evening I will take you through the proliferation of secrecy laws in Australia to highlight 
how important it is that our public interest disclosure and defamation laws are amended so 
that the government’s word can be checked against its deeds. 

The increasing secrecy of government 

Five years ago the Australian Law Reform Commission conducted a mapping exercise to 
identify and analyse provisions in Commonwealth legislation that impose secrecy obligations 
in respect of Commonwealth information. 

It took the Commission months and countless numbers of interns to identify 506 secrecy 
provisions in 176 pieces of legislation. 

Half the Commonwealth secrecy provisions apply to Commonwealth employees, consultants 
and contractors and nearly all Commonwealth employees are bound to confidentiality 
requirements. 

Around 30% of secrecy laws apply to the handling of information by ‘any person’. This could 
involve someone who inadvertently received Commonwealth information, such as a spouse 
or a journalist.  I will go into more detail about the offence of receiving confidential information 
a little later. 
 
Approximately 70% of the statutory secrecy provisions identified create criminal offences. 
Around three quarters of these offences are indictable offences, that is, offences punishable 
by imprisonment for a period exceeding 12 months.  The remainder are summary offences. 
 
The common elements of secrecy provisions do not include an express requirement that the 
disclosure cause or be likely to cause harm. Only a small number of statutory secrecy offences 
expressly include such a harm element. 

The Commission found that almost 20% of the secrecy provisions do not contain exceptions 
or defences. Of the remaining 80% of provisions that do contain exceptions or defences, the 
majority of the exceptions only allow information handling in the course or performance of a 
person’s functions or sharing of information among government agencies. 

It is clear from the Commission study that secrecy provisions in Australia are prolific and far 
reaching with high penalties for breaches. 

Increased aggression and stand over tactics on whistleblowers 

The more government withholds information, the more important it is for individuals like 
witness K to speak up.  Instead of being applauded for their bravery, individuals like witness 
K and even people associated with them, such as their lawyers and journalists, are targets of 
aggression and stand over tactics.    
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The ASIO raid that was conducted in my office and at Witness K’s home demonstrates the 
unnecessary aggressive tactics deployed by the government to frighten and intimidate. 

Similarly, a dramatic AFP raid on the office of former communications minister, Stephen 
Conroy, occurred before the election.  This was followed by the raid by 10 officers at the home 
of a Labor staffer at 11 o’clock one evening.  These AFP raids were apparently probing the 
leaking of secret NBN documents which allegedly showed how the rollout was slower and 
more expensive under the Coalition than Labor.  How these documents warranted such 
dramatic raids is beyond me.  The snails pace at which the NBN is being implemented is 
hardly surprising. 
 
The warrant authorising the raids indicated that the main law that the AFP was relying on is 
section 70 of the Crimes Act 1914.  Section 70 makes it an offence for a Commonwealth 
official to disclose any government information without proper authorisation. 
 
Section 70 is not concerned with whether the release of information could cause harm or 
prejudice Australia’s national security interests. It has an enormous reach over all 
information.  A clever journalist once quipped that section 70 covers the highest cabinet 
secrets to the number of paperclips used in a Centrelink office.  There is no public interest 
defence.  Unauthorised disclosure of information may carry a 2 year jail sentence. 
 
Even less well known are sub-sections 79 (5) and (6) which make it a crime to receive a leaked 
document if the recipient knew or was reckless to the fact that the disclosure was made without 
authorisation. The recipient potentially faces two years imprisonment.. 

Section 79 of the Criminal Act is commonly cited in support of search warrants issued against 
journalists.  One senior journalist who is more aware of this than most is Philip Dorling, who 
had the AFP knock twice on his door to execute search warrants in the course of leak 
investigations.  One of the raids related to a leak of secret Australian intelligence reports 
dealing with events leading to Timor Leste’s 1999 independence vote.  The leaks called into 
question the Howard government’s truthfulness in its declarations that there would be no need 
to send peace keeping troops into Timor Leste during the independence ballot. Leaked 
government documents showed that the Howard government was aware that the Indonesian 
military were protecting the militias. 
 
The hunt for the whistle blower and journalists continued for a period of over two years and 
cost Australian taxpayers $1.5 million. 

Recently, in 2014 Dr Peter Young, a detention centre psychiatrist, found himself at the centre 
of an AFP investigation concerning the leaked medical records of a Manus Island asylum 
seeker who died in September 2014 after a cut on his leg progressed to septicaemia.  It was 
reported that the AFP had compiled hundreds of pages of notes involving Dr Young, including 
documents that show his phone records had been investigated. 
 
These are but a few cautionary tales about the determination of governments to crush those 
who expose information that governments would rather keep hidden. 

The Public Interest Disclosure Act 2013 

These intimidation tactics call for safer and simplified mechanisms for the ventilation of 
wrongdoing or misconduct in the public sector.  Both sides of government would have us 
believe that this safe scheme for reporting exists in the form of the Public Interest Disclosure 
Act 2014. 
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The Act was promptly passed through both houses of Federal Parliament and came into force 
in January 2014. 

For those of you in the audience who are familiar with the TV cooking competition Masterchef, 
there are more steps involved in making a public disclosure than there were involved in the 
grand final Heston Blumenthal dessert challenge.  For those of you who are unfamiliar with 
the Masterchef final, Heston’s “Egg in Verjus” dessert challenge comprised 81 steps and took 
4 hours to prepare. 
 
When given the choice between making a public disclosure or embarking upon an 81 step 
recipe, the recipe seems like a walk in the park.  Before you can make an external disclosure, 
you must first report the matter internally: 

• Before you can make an internal disclosure, you need to first ascertain whether the 
disclosure relates to disclosable conduct 

• Once satisfied that the disclosure relates to disclosable conduct, you may then notify 
a principal officer of the agency involved. 

• The principal officer acts as a gate keeper and decides whether the disclosure warrants 
investigation. 

• If the principal officer decides to investigate then the officer would have 90 days (or 
within a timeframe approved by the Ombudsman) to complete an investigation and 
prepare an investigation report. 
 

In the case of making an external disclosure, you may only make a disclosure to a third party 
if: 

• the internal investigation was not completed within 90 days or within a timeframe 
approved by the Ombudsman; or 

• you believe on reasonable grounds that the investigation under the Public Interest 
Disclosure Act was inadequate; or 

• you believe on reasonable grounds that the agency took inadequate action after the 
investigation was completed; and 

• it is not on balance contrary to the public interest for an external disclosure to be made. 
 

Be careful where you tread.  Any wrong move could potentially land you in jail. 
 
Criticisms made against the Public Interest Disclosure Act 

The Act has attracted widespread criticism. 

The shocking mistreatment of children at the Northern Territory Don Dale Youth Detention 
Centre is a clear case of the inadequacy of waiting on internal processes to run their 
course.  The biggest issue about the Don Dale mistreatment controversy is that the ABC 4 
Corners programme showed nothing that had not already been the subject of an investigation 
by the Northern Territory’s Children’s Commissioner.  The report investigated the use of tear 
gas on children, the use of mechanical restraints and spit hoods and the solitary confinement 
of children between 4 and 21 August 2014. Under the Act an investigation is complete upon 
publication of a report.  In the case of the Don Dale Youth Centre, the report was released 
nearly one year after the events that it investigated took place. 
The Act prohibits public interest disclosures relating to intelligence agencies in almost all 
circumstances. 

The complexity of the Act’s disclosure provisions means that it is very difficult to understand 
the circumstances in which public interest disclosures are protected.  For example, the test to 



5 
 

determine whether an external disclosure is protected lists 13 factors against disclosure.  No 
factors for disclosure are listed. 
 
Perhaps one of the biggest criticisms concerning the Act at the moment is that it might not 
extend to external disclosures outside of government of information relating to our most 
heinous human rights abuses against asylum seekers. 

It does not extend to external disclosures that consist of or are likely to consist of “sensitive 
law enforcement information.”  This includes information which, if disclosed, is reasonably 
likely to prejudice Australia’s law enforcement interests, including its interests in “… avoiding 
international disruption to national and international efforts relating to law enforcement … or 
the integrity of law enforcement agencies efforts relating to law enforcement … or the integrity 
of law enforcement agencies.” 
 
The government may argue that much of what goes on in detention centres or at sea amounts 
to sensitive law enforcement information, just as it has argued that on-water activities under 
Operation Sovereign Borders are “operational matters” that cannot be discussed. 
 
In January this year Philip Moss was appointed to conduct a review of the operation of the 
Act.  In its submissions the Commonwealth Ombudsman advised that many disclosures were 
not getting past the first stage of the process where authorised officers act as gatekeepers to 
a disclosure and decide whether a disclosure warrants investigation. 
 
The Ombudsman suspects that some authorised officers were inappropriately preventing 
disclosures from getting to the investigation stage.  Some authorised officers were deciding 
that they received the information in their ‘ordinary’ official capacity, rather than as an 
authorised officer. Some were found to be encouraging the discloser to ‘withdraw’ their 
disclosure so it could be dealt with informally. 
 
The final report on the operations of the Act is yet to be released.  Let’s hope that the review 
recognises how the Act needs to be amended. 
 
Misuse of defamation laws by politicians 

The debate regarding free speech to hold government accountable has not really involved 
defamation law.   This is unfortunate because it could be argued that the area of law which 
poses the greatest challenge to investigative reporting and robust political debate is 
defamation law. 
 
The whole point of defamation law is to balance two competing interests – the right to protect 
reputation and the right to freedom of expression. As illustrated more recently by the Hockey 
v Fairfax case this right unduly swung against the right to freedom of expression when Justice 
White found that a poster headline and tweets reading “Treasurer for sale” were 
defamatory.  Mr Hockey was awarded $200,000 in damages. 
 
Make no mistake, politicians left, right and centre, are heavy users of defamation writs.  Joe 
Hockey is not the only recent public figure to challenge the free speech of media under 
Australian law. In June this year, conservative commentator Chris Kenny won a coup against 
the ABC when the Australian Communications and Media Authority ruled that a television 
program had excessively ridiculed Kenny in a sketch.    The decision followed a settlement in 
which the ABC was made to pay Kenny $35,000 and apologise to him on air. 
 

http://www.abc.net.au/news/2015-07-01/border-force-commissioner-operational-matters-roman-quaedvlieg/6586274
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Similarly, Australian Greens senator Sarah Hanson-Young last year launched a defamation 
claim against men’s magazine Zoo Weekly for publishing a picture of her head photo shopped 
onto a bikini model’s body.  Her defamation claim was settled. 
 
Recently, after 2000 Nauru files were leaked to the media, instead of addressing the horrific 
abuse allegations, Immigration Minister Peter Dutton gave a menacing message to journalists, 
“I will not be defamed.” 

Such clashes showcase the extent to which defamation law has the capacity restrict freedom 
of speech and how our politicians are not afraid to file writs. 

With traditional media in financial decline, the willingness of publishers to present unpalatable 
truths is rapidly diminishing. This chilling of free expression is concerning. 

Conclusion 

Australians should demand amendments to our Public Interest Disclosure Act and 
reconsideration of defamation law reforms which are more protective of free speech. 

There clearly is momentum for this change. The disconnect between voters and bipartisan 
politics was demonstrated by the recent election results. 

The medical profession is courageously opposing unjust government laws and speaking out 
against the imposition of secrecy by the Border Force Act.  I support Doctors for Refugees in 
their High Court proceedings against the Commonwealth and will be following the case very 
closely. I also support the brave detention centre staff, particularly teacher Tracey Donehue, 
for speaking out against abuse in our detention centres. 
 
Finally, I applaud the work of the NSW Civil Liberties Council for challenging, criticizing and 
promoting reform to enhance transparency of government.  I note with some irony, that the 
Civil Liberties Council came into being in response to a police raid on a Kings Cross party.  The 
raid was conducted without a warrant and carried out for no good reason.  How times have 
changed when government accountability is still called into question where a raid is carried 
out even with a warrant. 
 

 

 

Bernard Collaery 

26 August 2016 

http://www.smh.com.au/federal-politics/political-news/sarah-hansonyoung-wins-opening-skirmish-in-action-against-zoo-weekly-20131209-2z0gs.html
http://www.smh.com.au/federal-politics/political-news/sarah-hansonyoung-wins-opening-skirmish-in-action-against-zoo-weekly-20131209-2z0gs.html

